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CLAIMS 

What is claimed is: 
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A method for providing communication protocol-independent security for data 
transmitted between a first process, executing on a first network node, and a second 
process, executing on a second network node, wherein the first network node and the 
second network node each support at leas^ one common communication protocol, the 
method comprising the steps of: 

a) establishing a communication channel between the first network node and the 
second network node; 

b) establishing a first stream between the first process and the communication 
channel; 

c) establishing a second stream between thd| i 
channel; 

d) encrypting data to be transmitted between 
encrypting of the data being independent 
protocol supported by the first network n )de; 

e) writing the encrypted data to the first strea m; 

f) causing the encrypted data to be transmitted from the first network node to the 

second network node; 

g) reading the encrypted data from the second stream; and 

h) decrypting the encrypted data to obtain decrypted data which is identical to the 



second process and the communication 

the first and second processes, the 
of the at least one communication 



data on the first network node before the data was encrypted. 
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the steps of 

specific encryption of the data on the first 



The method of Claim 1, further including 

a) performing a communication pr )tocol-: 
network node, and 

b) performing a communication pijotocol-specific decryption of the data on the 
second network node. 



The method of Claim 1, wherein the communication channel is a Java secure channel, 
wherein the first stream is a first Java stream, 
wherein the second stream is a second Javaptream, 



wherein the step of establishing a communic ation channel between the first and 



second network nodes further compr 
channel between the first and second 
wherein the step of establishing a first stream 



communication channel further comj rises the step of establishing a first Java 
stream between the first process and jhe Java secure channel, 

wherein the step of establishing a second strdam between the second process and the 
communication channel further comp rises the step of establishing a second 
Java stream between the second proce ss and the Java secure channel, 

wherein the step of writing the encrypted data to the first stream further comprises the 
step of writing the encrypted data to the first Java stream, and 

wherein the step of reading the encrypted datalfrom the second stream further 

comprises the step of reading the encrypted data from the second Java stream. 



ses the step of establishing a Java secure 
network nodes, 

between the first process and the 
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The method of Claim 1, wherei: l the communication channel is a Java secure channel, 
wherein the first stream is a Java stream, 
wherein the second stream is a Java stream, 

wherein the method further com prises the step of connecting the Java secure channel 

to a third Java stream, and 
wherein the third Java stream pi ovides for the transmission of data according to a 

specific communication protocol. 

A computer-readable medium having stored thereon a plurality of sequences of 
instructions for providing communication protocol-independent security for data 
transmitted between a first process, executing on a first network node, and a second 
process, executing on a second network/node, wherein the first network node and the 
second network node each support at least one common communication protocol, the 
plurality of sequences of instructions including sequences of instructions which, when 
executed by one or more processors, c jiuse the one or more processors to perform the 
steps of: 

a) establishing a communication chaijnel between the first network node and the 
second network node; 

b) establishing a first stream between|the first process and the communication 
channel; 

c) establishing a second stream between the second process and the communication 
channel; 

d) encrypting data to be transmitted ttetween the first and second processes, the 
encrypting of the data being independent of the communication protocols 
supported by the first network node; 
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e) writing the encrypted data td the first stream; 

f) causing the encrypted data t ) be transmitted from the first network node to the 

second network node; , 

g) reading the encrypted data from the second stream; and 

h) decrypting the encrypted <feta to obtain decrypted data which is identical to the 
data on the first network node before the data was encrypted. 



6. 



3f Claim 5, wherein the computer-readable medium 
)erforming the steps of 

protocol-specific encryption of the data on the first 



The computer-readable medium 
further includes instructions for 

a) performing a communication 
network node, and 

b) performing a communication {protocol-specific decryption of the data on the 
second network node. 

The computer-readable medium of Claim 5, wherein the first stream is a first Java 
stream, 

wherein the second stream is a second Java stream, 

wherein the step of establishing a commu lication channel between the first and 

second network nodes further con prises the step of establishing a Java secure 
channel between the first and second network nodes, 
wherein the step of establishing a first stream between the first process and the 

communication channel further comprises the step of establishing a first Java 
stream between the first process jand the Java secure channel, 
wherein the step of establishing a seconii stream between the second process and the 



communication channel further 
Java stream between the seconc 
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process and the Java secure channel, 
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wherein the step of writing the encryptec 
step of writing the encrypted dati 

wherein the step of reading the encrypte 
comprises the step of reading the 



data to the first stream further comprises the 
to the first Java stream, and 
data from the second stream further 
encrypted data from the second Java stream. 



The computer-readable medium qf Claim 5, wherein the communication channel is a 
Java secure channel, 
wherein the first stream is a Java stream, 
wherein the second stream is a Java stream, 

wherein the computer-readable medium further includes instructions for connecting 

the Java secure channel to althird Java stream, and 
wherein the third Java stream provides for the transmission of data according to a 

specific communication protocol. 

A communication network providing communication protocol-independent secure 
communication between a first network node and a second network node, wherein the 

•c node each support at least one common 
network node is communicatively coupled 



first network node and the second networ <s 
communication protocol, wherein the first 
to the second network node by a communication channel, the communication network 



comprising: 

a) a first process executing on the first netkvork node, wherein the first process 
provides for the communication protocol-independent encryption of data; 

b) a first stream which provides for the tra isfer of encrypted data between the first 
process and the communication channel; 

c) a second process executing on the secoi d network node; and 
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d) a second stream which provides for thp transfer of encrypted data between the 
communication channel and the second process, wherein the second process also 
provides for the decryption of data which has been encrypted by the first process. 

10. The^cbmmunication network of Claim 9, wherein the second process further includes 
the capability^ decrypt data based upop*any>£ommunication protocol supported by 
the second network node. 




1 1 . The communication network ofClaim ), whejem the communication channel is a 
Java secure channel, the first streams^ a Java stream and the second stream is a Java 
stream. 



12. The communication network of Claim 11, furtherbqmprising a third Java stream 
connected to the Java secure channel, the third Java stream providing for the 
transmission of data according to a specific communication protocol. 

13. A computer data signal embodied in a carrier wave and representing sequences of 
instruction which, when executed by ome or more processors, provide communication 
protocol-independent security for data transmitted between a first process, executing 
on a first network node, and a second process, executing on a second network node, 

second network node each support at least one 
common communication protocol by performing the steps of: 
a) establishing a communication chaniel between the first network node and the 



wherein the first network node and the 



second network node; 
b) establishing a first stream between 
channel; 



he first process and the communication 
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c) establishing a second stream between the second process and the communication 
channel; 

d) encrypting data to be transmitted bettaeen the first and second processes, the 
encrypting of the data being independent of the communication protocols 
supported by the first network node; 

e) writing the encrypted data to the first stream; 

f) causing the encrypted data to be transmitted from the first network node to the 

second network node; J 

g) reading the encrypted data from the second stream; and 

h) decrypting the encrypted data to obtain decrypted data which is identical to the 
data on the first network node belbre the data was encrypted. 



The computer data signal of CI; 
further includes instructions for 



m 13, wherein the computer sequence of instructions 



erforming the steps of 

a) performing a communication[protocol-specific encryption of the data on the first 
network node, and 

b) performing a communication protocol-specific decryption of the data on the 
second network node. 



1 15. The computer data signal of Claim 13, wherein the first stream is a first Java stream, 
wherein the second stream is a sec :>nd Java stream, 

wherein the step of establishing a communication channel between the first and 

second network nodes furt ler comprises the step of establishing a Java secure 



4 
5 



channel between the first ^Ld second network nodes, 
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16. 



stream between the first process 



wherein the step of establishing a first stream between the first process and the 

communication channel fuitherpomprises the step of establishing a first Java 

and the Java secure channel, 
wherein the step of establishing a seconri stream between the second process and the 
communication channel further aomprises the step of establishing a second 
Java stream between the second process and the Java secure channel, 
wherein the step of writing the encrypted data to the first stream further comprises the 

step of writing the encrypted data to the first Java stream, and 
wherein the step of reading the encrypted! data from the second stream further 

comprises the step of reading the encrypted data from the second Java stream. 

The computer data signal of Claim \3, wherein the communication channel is a Java 
secure channel, 

wherein the first stream is a Java strtam, 
wherein the second stream is a Java stream, 

wherein the computer sequence of instructions further includes instructions for 
connecting the Java secure channel to a third Java stream, and 

wherein the third Java stream provides for the transmission of data according to a 
specific communication protocol. 



the 



17. A method for providing communic; 
transmitted by a process executing 
steps of; 

a) establishing a stream between 

b) encrypting data to be transmitte< 
independent of a communicatiop 
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tion protocol-independent security for data 
^>n a network node, the method comprising the 



process and a communication channel; 
by the process, the encrypting of the data being 
protocol supported by the network node; 



18. 
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c) writing the encrypted data tc 

d) causing the encrypted data to 
communication channel. 



the stream; and 

be transmitted from the network node to the 



wherein the step of establishing 



The method of Claim 17, wherejin the communication channel is a Java secure 
channel, 

wherein the stream is a first Javi stream, 

; a stream between the process and the communication 
channel further comprise s the step of establishing a Java stream between the 
process and the Java sec ore channel, and 
wherein the step of writing the encrypted data to the stream further comprises the step 
of writing the encrypted data to the Java stream. 



The method of Claim 17, 
channel, wherein the stream is 
wherein the method further 

to a second Java strearii, 
wherein the second Java stream 
specific communication pr Dtocol 




whef ein the communication channel is a Java secure 
a Java stream, 

copipnses the step of connecting the Java secure channel 
and 

provides for the transmission of data according to a 
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